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[bookmark: _Toc216096995]UPDATE SCHEDULE AND VERSIONS

The FS AI RMF and this AI Adoption Stage Questionnaire are living documents. CRI will review the content and usefulness regularly to determine if an update is or may become necessary. The nature and extent of the update will be reviewed with the CRI Board of Directors, members, stakeholders, trade associations, relevant third parties, and others where appropriate. 

Updates will be tracked in a Version Control Log using a consistent, two-number versioning schedule. The Version Control Log will include: (1) the version number; (2) the date of the change(s); (3) a description of the change(s); (4) the updated section(s); and (5) the relevant page number(s). For example:

	Version
	Date of Change(s)
	Description of Change(s)
	Relevant Section(s)
	Page Number(s)

	1.0
	XX/XX/XXX
	[Change]
	[Section]
	



General comments and change requests should be sent to Secretariat@cyberriskinstitute.org and will be reviewed at least semi-annually.


FINANCIAL SERVICES AI RISK MANAGEMENT FRAMEWORK

[bookmark: _Toc203286683][bookmark: _Toc14449288][bookmark: _Toc14700760][bookmark: _Toc43996377]Introduction

The FS AI RMF is an industry led, sector specific AI risk management framework developed through public private collaboration with more than 100 financial institutions and input from U.S. and international agencies, including NIST. Structurally aligned with the NIST AI RMF and expanded with 230 Control Objectives, it helps financial organizations of all sizes manage and govern AI risks while enabling responsible innovation.
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The FS AI RMF has four primary components: 

(1) An AI Adoption Stage Questionnaire (the “Questionnaire”) which helps organizations better understand their current state of AI adoption; 
(2) A Risk and Control Matrix (RCM), comprised of Risk Statements and Control Objectives and provides practical implementation guidance organized by AI Adoption Stage; 
(3) This Guidebook, which describes how to leverage and deploy the FS AI RMF; and 
(4) The Control Objective Reference Guide, which offers additional details for each Control Objective and lists examples of corresponding Controls and Effective Evidence.

This document relates to the first component—AI Adoption Stage Questionnaire.  For additional information, or to download the other components, please visit our website at www.cyberriskinstitute.org. 

AI ADOPTION STAGE QUESTIONNAIRE

Overview

The Questionnaire guides organizations through a self-assessment that helps determine their current AI Adoption Stage, classifying them into one of the four stages defined below: 

(1) Initial features limited and protective methods;
(2) Minimal entails low-risk implementations; 
(3) Evolving involves high-risk production applications; and 
(4) Embedded describes AI that is widely integrated across the organization.

These four stages consider the business impact of AI, technology implementation, and scalability. 

	
	Initial
	Minimal
	Evolving
	Embedded

	Business Impact of AI
	AI is not embedded in critical functions or business decisions.

	AI use is limited (production or non-production) for non-critical tasks.

	AI drives outcomes through external-facing solutions and the use of sensitive data, but it is not utilized for critical decision-making.
	AI drives outcomes by incorporating autonomous decision-making and data-driven insights into critical business functions.

	Technology Implementation
	Predictive AI and model risk management is used but relies on legacy systems with no adoption of modern AI technologies, external-facing solutions, or internal model development. 
	AI is narrowly in use and is not external-facing. AI does not handle sensitive data and there is no internal model development.

	AI adoption includes expanded use of solutions and sensitive data processing but lacks internal model development.

	AI is used for autonomous decision-making, high-sensitivity data processing, external-facing solutions, internal model development.


	Scalability
	Existing AI systems lack scalability and are confined to specific, limited applications that do not interact with or support broader organizational processes.

	AI applications are limited to isolated instances without integration into wider business processes, and the organization lacks the infrastructure necessary to scale AI solutions across multiple areas or functions.
	AI systems show potential for wider application, with deployment in more extensive, external-facing functions, but these systems are not fully scalable or integrated, indicating a transition towards broader usability.
	AI systems are fully scalable and integrated throughout the organization. A robust framework supports the deployment and interconnection of AI across diverse functions, promoting growth and adaptability.



To determine its appropriate AI Adoption Stage, the AI Questionnaire prompts the user to evaluate six key dimensions—Business Impact, Governance, Deployment Model, Third-Party AI Use, Organizational Goals, and Data Sensitivity and Criticality—by reviewing statements that describe their current practices and policies. Based on the responses, organizations will determine whether they are in the early, mid, or later stages of AI adoption. This provides the foundation for understanding the organization’s current and desired AI use and enables a more customized view of the related Risk Statements and applicable Control Objectives defined in detail in the RCM. 
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In order to determine your organization's AI Adoption Stage, please complete the steps below.

Each step will prompt you to evaluate six statements and determine if any of these statements reflect your organization. Each set of statements corresponds to different organizational dimensions, presented in a randomized order.	
						
(1) Business Impact											
(2) Governance											
(3) Deployment Model											
(4) Third-Party AI Use											
(5) Organizational Goals											
(6) Data Sensitivity and Criticality										

Starting with Step 1, review the six statements to determine if, to the best of your knowledge, you believe one or more of those statements represents your organization's stage of AI Adoption.

(1) If at least one of the six statements aligns with your organization, select "Yes,” and stop. That is your organization’s current AI Adoption Stage.
(2) If none of the statements aligns with your organization, select “No” and continue on to the next step; and repeat this exercise until you answer "Yes." 																					
Results: A "Yes" answer marks the conclusion of the Questionnaire and provides your organization's AI Adoption Stage. 

Note that the AI Adoption Stage Questionnaire and these instructions can also be found in the first 4 tabs of the RCM workbook.
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STEP 1

	[bookmark: _Assess_Your_Organization’s][bookmark: _Toc43996382][bookmark: _Toc194454477][bookmark: _Toc203286686]1. In my organization, AI systems are deeply integrated into critical business processes, transforming operations, and regularly handling sensitive and/or regulated data.

	2. My organization has an extensive, enterprise-wide, AI-enabled governance program overseeing the use of AI systems, regularly assessed to align with risk and regulatory compliance requirements. 

	3. My organization deploys AI systems through a combination of vendor-managed platforms, internally hosted models, and custom-built solutions, fully integrated across the organization.

	4. My organization extensively relies on third-party AI vendors for a wide range of functions and use cases, including chatbots, risk models, and other critical applications, with deep integration into internal systems and processes.

	5. My organization's key goals in adopting AI are strategic differentiation, innovation, scalability, transformative business models, and ethical business practices, in addition to operational efficiency, customer experience, safety, and regulatory compliance.

	6. My organization has deeply integrated AI into critical business functions, driving autonomous decision-making and data-driven insights, with enterprise-wide adoption.



If you answered “Yes” to any of these statements, stop. Your organization’s level of adoption is Stage 4: Embedded. For information about the Control Objectives corresponding to this adoption stage, please refer to the “Risk and Control Matrix – Embedded Stage” workbook. 

If you answered “No,” continue to Step 2.

STEP 2

	1. My organization uses AI systems in key business processes, in some cases transforming operations and/or processing sensitive or regulated data types in specific areas.

	2. My organization has governance policies for AI systems, but they are not consistently applied across the entire organization. There are ongoing efforts to align governance and risk policies to regulatory requirements, but coverage is not yet all-inclusive. 

	3. My organization deploys AI systems through a mix of vendor-managed platforms and internally hosted models, with some integration across specific functions.

	4. My organization relies on third-party AI vendors for specific functions or use cases, with some integration into internal systems and processes.

	5. My organization's key goals driving AI adoption are improving operational efficiency, enhancing customer experience, and ensuring regulatory compliance, with some focus on innovation and new business opportunities.

	6. In my organization, AI supports external-facing outcomes but is not used for critical business decision-making and is limited to specific functions.



If you answered “Yes” to any of these statements, stop. Your organization’s level of adoption is Stage 3: Evolving. For information about the Control Objectives corresponding to this adoption stage, please refer to the “Risk and Control Matrix – Evolving Stage” workbook. 

If you answered “No,” continue to Step 3.

STEP 3

	1. My organization does not use AI systems in key business processes, for operational transformation, and/or to process sensitive or regulated data types.

	2. My organization has limited to no governance policies specific to AI systems, and oversight is handled on a case-by-case basis.

	3. In my organization, AI systems are primarily deployed through vendor-managed platforms, with limited internal hosting or integration.

	4. My organization has limited reliance on third-party AI vendors, with minimal integration into internal systems and processes.

	5. The key organizational goals driving AI adoption in my organization are primarily focused on improving operational efficiency and reducing costs.

	6. In my organization, AI has limited use in non-critical tasks and is confined to specific use cases.



If you answered “Yes” to any of these statements, stop. Your organization’s level of adoption is Stage 2: Minimal. For information about the Control Objectives corresponding to this adoption stage, please refer to the “Risk and Control Matrix – Minimal Stage” workbook. 

If you answered “No,” continue to Step 4.

STEP 4

	1. My organization is not currently using AI systems in any processes but is exploring potential use cases that may involve critical processes or sensitive data types.

	2. My organization does not have governance policies for AI systems but is exploring potential frameworks and guidelines.

	3. My organization is not currently deploying any AI systems but is exploring vendor-managed platforms or internally hosted models for specific use cases.

	4. My organization does not currently rely on third-party AI vendors but is exploring potential partnerships or solutions for specific functions or use cases.

	5. My organization is exploring the potential for AI to improve operational efficiency, customer experience, and regulatory compliance but has not yet defined clear goals or priorities.

	6. In my organization, AI is not currently used in production or non-production environments, and its potential is being explored for specific use cases.



If you answered “Yes” to any of these statements, stop. Your organization’s level of adoption is Stage 1: Initial. For information about the Control Objectives corresponding to this adoption stage, please refer to the “Risk and Control Matrix – Initial Stage” workbook. 

If you answered “No,” continue to Step 5.



STEP 5

	1. My organization does not currently use AI systems in any processes and does not process sensitive or regulated data types.

	2. My organization does not currently have governance policies for AI systems.

	3. My organization does not currently deploy AI systems, nor does it plan to in the near future. 

	4. My organization does not currently rely on third-party AI vendors.

	5. My organization has not identified any specific goals for AI adoption and is not actively considering AI as a strategic priority.

	6. In my organization, AI is not currently used to support any business functions.



If you answered “Yes” to any of these statements, your organization has yet to adopt AI.
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