Overview of the CRI Financial Services AI Risk Management Framework (FS AI RMF)

Background: The accelerated adoption of AI across the financial sector presents significant opportunities, yet introduces complex, interdependent risks that existing risk frameworks do not fully address. Traditional approaches struggle with the complexity and evolving nature of advanced AI. This gap requires practical, targeted tools and guidance to ensure responsible AI deployment.

CRI’s Solution: In response, CRI developed the FS AI RMF, which operationalizes the NIST AI RMF by strengthening governance, fostering trust, identifying risks, and enabling safe AI-driven innovation. It provides a structured approach for financial institutions to evaluate and manage AI-related risks. 

Deliverables: The FS AI RMF is delivered in three distinct documents, comprising four key tools:

1. The Adoption Stage Questionnaire & Risk and Control Matrix (single Excel Workbook)

· What it is: This single Excel workbook contains two key tools. The AI Adoption Stage Questionnaire is a self-assessment that helps organizations classify their current AI adoption level (Initial, Minimal, Evolving, Embedded) across six key dimensions. The Risk and Control Matrix (RCM) is a structured grid of 230 detailed Control Objectives, aligned with NIST functions, categories, subcategories, and AI Trustworthy Principles, including practical implementation guidance.
· How to use it: Organizations first use the Questionnaire to pinpoint their AI maturity. They then leverage the RCM, which can be filtered by their determined AI Adoption Stage, NIST (Sub)Category, or AI Trustworthy Principle, to identify and implement the most relevant Control Objectives. This allows firms to manage AI-related risks with specific, non-prescriptive actions tailored to their current stage.
· Primary Audience: Enterprise technology leaders, AI professionals, and risk & compliance managers seeking to strategically assess, plan, and implement AI risk management.

2. The FS AI RMF Guidebook

· What it is: This is the comprehensive "how-to" manual for effectively implementing the entire FS AI RMF. It provides detailed narrative guidance on the Control Objectives, integrates the Questionnaire, and offers an overview of the RCM. It also includes background material and several appendices.
· How to use it: This essential resource helps organizations navigate the Framework, assess their current AI use, define their desired future state, and systematically implement necessary controls. It's designed for those who prefer a more narrative, script-like format.
· Primary Audience: All financial institutions (regardless of size/complexity), AI professionals, enterprise technology leaders, and risk & compliance managers responsible for developing, implementing, and maturing AI risk and control programs.

Part 3: The Control Objective Reference Guide

· What it is: A companion document that expands on the RCM and Guidebook. It includes all the Control Objective information and adds illustrative examples of specific Controls and Effective Evidence for each Control Objective, providing a "one-stop shop" for this detailed content.
· How to use it: This guide assists organizations in understanding how to apply Control Objectives and what constitutes appropriate evidence of implementation for internal assessments or audits. It emphasizes tailoring examples to specific contexts.
· Primary Audience: Risk and compliance managers, internal audit teams, and AI professionals seeking practical guidance on implementing specific controls and documenting their effectiveness.
Overall Target Audience: The FS AI RMF is designed for all financial institutions, regardless of size, type, complexity, or criticality. It is most relevant for AI professionals (e.g., engineers, data scientists), enterprise technology leaders, risk and compliance managers, and legal professionals.

Next Steps: Recognizing that each organization has unique needs, we will explore different ways to package and deliver these documents. This will include tailored guidance based on a firm’s strategy, business context, and/or adoption stage.

